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TITLE: Configure a Wi-Fi adapter and Access Point.

AIM: To prohibit the unauthorized access to Wi-Fi network (wired/wireless), Deny unethical
access to different IP resources connected to the network using router and its features.

OBJECTIVES: To understand various vulnerabilities and use of various tools for
assessment of vulnerabilities

OUTCOMES: Identify various vulnerabilities and demonstrate using various tools.PRE-

REQUISITES: Knowledge of Networking, Access Point, ARP - Binding, IP Address, MAC
Address. Basic knowledge of computer, routers, network and security information.

THEORY:

A wireless router is a device that performs the functions of a router and also includes the
functions of a wireless access point. It is used to provide access to the Internet or a private
computer network. Depending on the manufacturer and model, it can function in a wired
local area network, in a wireless-only LAN, or in a mixed wired and wireless
network.Wireless routers typically feature one or more network interface controllers
supporting Fast Ethernet or Gigabit Ethernet ports integrated into the main system on a chip
(SoC) around which the router is built. An Ethernet switch as described in IEEE 802.1Q may
interconnect multiple ports. Some routers implement link aggregation through which two or
more ports may be used together improving throughput and redundancy.All wireless routers
feature one or more wireless network interface controllers.

These are also integrated into the main SoC or may be separate chips on the printed circuit
board. It also can be a distinct card connected over a MiniPCI or MiniPCle interface.
Some dual-band wireless routers operate the 2.4 GHz and 5 GHz bands simultaneously.
Wireless controllers support a part of the IEEE 802.11-standard family and many dual-band
wireless routers have data transfer rates exceeding 300 Mbit/s (For 2.4 GHz band) and
450 Mbit/s (For 5 GHz band). Some wireless routers provide multiple streams allowing
multiples of data transfer rates (e.g. a three-stream wireless router allows transfers of up to
1.3 Gbit/s on the 5 GHz bands). Some wireless routers have one or two USB ports. These
can be used to connect printer or desktop or mobile external hard disk drive to be used as a
shared resource on the network.

A USB port may also be used for connecting mobile broadband modem, aside from
connecting the wireless router to an Ethernet with xDSL or cable modem. A mobile
broadband USB adapter can be connected to the router to share the mobile broadband
Internet connection through the wirelessnetwork. Some wireless routers come with either
xDSL modem, DOCSIS modem, LTE modem, or fiber optic modem integrated.
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Performing Address Reservation via MAC address

Making Check at System Log Files
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CONCLUSION:
@ Hence, by doing the basic configuration’s in local Wi-Fi console we can prohibit
the unauthorized and unethical use of network.

QUESTIONS:
1. Describe the process of building a wireless network.
2. How to ensure that Wi-Fi is Blocking Hackers?

3. Explain the modes of wireless security in brief.



